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demo../ETH . /demo...sol
. Reentrancy vulnerabllities(1725row)

turns (uint256){

act ERC721Receiver is IERC721Receiver,FakeNft{
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1) 2022F4H17H, HiAEREMDIHBeanstalk FarmsEZIAREIAERE, BEIRF|7600H%7T, HIGH
RIA1Z8200H % 7T,

IS RN T :
HEEHER:

HTABEANGSLF, FIERETHEHBIRNER, EMERETRT BETRRE, MUKREE
SR ERERI—RIBEM MAEIRR, AF1EAemergencyCommiti#{T & RIBIKMITIR

1
Ko

Hep, B—TRE (RiX#18) BREUHFMENE. T—TRE (RiX#19) KiME25H%
TORISBEAN &R IA R S 72 = RYFBIEHELE

KEMER:
a)IEE MSynapsetMXHF (F#)BTornado Cash) JREVWIIAR &

b)F BN B EREMERI10ZEE: MAavedk53.5(2 DAI, 52 USDC, H1.51Z USDT; M
Uniswap v23%1§32005 BEAN; MSushiSwap3X{5§1160/5 LUSD,

C)XERMWAA I Curveltt FIBINRENE, IRFTIRISEFRIRENT, RILTREAFTEH
ARZEHLEEEY, MIMREABEREEMMNE OB G &I,

A T—FRBMRRENE, ERNEBEL, FHIEMEKEINSR TR AN24800 WETH (f1{E7600
AT , XEREMEHRKERTornado Cash,
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2) 2022F4828H, ZHLTERTFADEUS FinancelB &N B EINMBIRIIGE, 126 T A1570 = THIRK .,

WE IR T :
a) W E TR 2 BitiE DeiLenderSolidex E# T Solidex sSAMM—-USDC/DEI #9 LP;
bR EENAREEAMS NI FINBREL 143,200,000 USDCHR ML shRE

c)EEREEERE A USDC 7 BaseViPair #1T 7 swap #1E, RIRHT 9,547,716 MK
DEl, B7F DeilLenderSolidex 1Y getOnChainPrice F#{.2E1Z3KEX DEI-USDC 325 X HIf
MREHIT LP MEITE, EULELLR Swap RIEFIEH 5 getOnChainPrice FREFRENR LP
Mg

d)BFDeiLenderSolidex& 42 A ENRIBERFIEFRONE, MIENEOEREES
BANRZ S MM IBERINIERIR. FALLBIRSHMEH 2 BiiREETH, EEIMN
&5t (DeiLenderSolidex) HEiHEHF17,246,885 DEI, X—iENR AT 2 iR & 12 1it
RIRREEN,

e) & M9,647,7161 DEIRRI%ZAY143,184,725 USDCHRIZENEBER, HELRMENS
7.

3) 2022F4B30H, Fei ProtocolEARIRari Fuse PoollBZ A B MEANINE, EX3%F/28380 ETH, MMEY
8000 =TT,

W IFEAREBAT:
a) I EE B IN B 5R{E15150,000,000 USDC F1 50,000 WETH

b)#¥150,000,000 USDCIEARIEIHMFEATUSDC-12764Y, ZEZIZcompoundidimiEa D X AR
Zi

CIFBENRIH M, KhHE BT "borrow()" MEUEE 11,9771 ETH,

d)fAM, "borrow()"REF R EEB/OE-LHE-REEN ., BEAKER, EEHREENIMRME
FIDKRZBI, ERETHEBIKEENEGNHR, B, ERHEENERICREBEMNER
T, BEEEREREABXY "exitmarket()"#1T T ENMIBR, XEEXEE A AREUEAT
BRIEASE (150M USDC)

e) WL BEEEMZ I LEES I,

fi&E, WEEELTNBER, FER THOBRENFIDER B SR, HIEEo B
Tornado Cash, EIRX$ZI#9143,184,725 USDCHEERNE R, AN ENELF,
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P RATMEAER, NMix
MM NYIRE, B P REE
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TNBETRA, =EIEMERML,

W58 5Ri% T ISCH R L2 A &
B A AE#HTWSEENIRITNARARFTHLINN, NASZRWSEENTEMENZE S, TERE
B, HER, NHEEWARITIARITEITANR, PHESM e serIXkR.,

BRI RELZHNRGIT200A, FARAARGLEEIA85%, HEFREE/LHIEAARIEERTIXRELZEER,
WE EERNRBREEIT. MEGITRHIXRMES KiE. ENEMRERTEOSFEHUKRELZEm+
ARSS, BRIENZK2000ZMERESL. 100 T HBXREFSRME T REFEITSHEEERS.

O EIRNBGERE
PN —ERELEAIMNERNBEKE, EREELEIREER, BAMTAR, HELIRUIEPHEUSIHL,
BALABANETETEBRNBEREEIR T, EERTERNREAREKEMESANESR,

AR EBIRSHRBAEN TS, IRHE7x24NNISTRNRINE, FaER TAISEAR, BIENRNEYN
ZERE, BEBEGTRE. INRZTH, BARIRERS, EEITGINBEREZETRE., %A
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20226 F4F, HEETSRIMETZNRE T, AN

Ronin Network:  6.25{Z27T Beanstalk Farms: 1.821ZZ 7T Harmony: 1Z3E7t
Wormhole: 3.2612%=TT Elrond: 88122 7T

XERBEREEMHISMMNDIRAMIAZIT13.46123%7T, 52022F ¥ FRIAZERI70%,

FQRNFRE, HNEH T —EMEARKERTVLERFR, RENRBEBRER. BARXEHRRICHNTIE
WL e &R a{a 1 Ife?

Ronin: $15<6.25{2&Jt, FRERFE28p% ATornado Cash

3829H, Axie InfinityfJ AR IAMEERoNIN NetworkiBRIBEI &, #1K296.25123%75, Ronin MIF%HE 9 NI0IE
BTORAR, EMANFRIEH, FEATRIEESR, XEEIREEH T Sky Mavis B9 Ronin IIEZEH
— A Axie DAO B1THISE = A RIES,

WHkEZE, RonnKEEESB D ZNATE
AHuobi, FTX. Binance. Crypto.com %325
Ffr, BRARZAMIEXFZRBENHDENEREIH

fafe, REEFBWHERTDEWET 2 Db, #H
it riEd Tornado Cashif#{TiE%. 5820H, _al
Ronin &R &G —ERIME L ATornado

Cash, FIERIERTM. WIREETHENEM —S

3,33025% T3 T £92,000£5, BELIFHA
R D T 16125 5. &N
{65 PR B 0B - R A B T R AF RS RE A A T &\
BERTHN, TUBHBRLFMBRERSDR o
[@ 7 Tornado Cash,

Ronin
@Ronin_Network

- We plan on re-opening the Ronin Bridge on June
28th, with all user funds returned. N
- Re-opening will require on a Ronin hard-fork which 6H28H, RoninfEH4FEMmEFFN.
requires all validators to update their software.

- Validators have been informed regarding next steps
to upgrade their validating node.
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Harmony: 4.2 5#ETH$¥ A Tornado Cash
6H24H, Harmony FB54# Horizon Bridge B2, kR 112ETT.
6826H, Harmony@ﬂﬁ“)\%:zj_—\, Horizon WX EHIEFRNEESLNRE, MeHLEESH., SEMBERETR

FIAR I — R . S Harmony MFATHRT 7 INEFAE, BXEECEHRE T HREoMAAER T LR
ZINNZ S,

3

. SItER, Harmony ¥R =&

Harmony RIEAEFBRHERESIFMERZ FaNEEHTEIKEE
2R 2@ T Tornado CashX MEER#4T 7 3% .

BELEF A Z M RARI1005 ETTiRFE 1000 KT, AMEBRER

HIF6H30H, BB NE-EINEMEEEEMH FENKBRSHTON, IUNBIBREEEN4.25K
ETH (MMMEX4620/H%7T) ¥ ZETornado Cash,

7 B 27 B, Harmony & FE5EHT Horizon #i& S
HAMEIRER, BEITHIEX Harmony XEREE#H1T
WoX, #@i0 ONE i, HAHE=FIA ONE
Token BIFZTUXT Horizon #ASHZ MY E i
- 1THMZ, Token HEIEIE B#1T.

Wormhole

Wormhole £ 2 B 3 HEERERE, ZKWormholeELIHIA, &

R B EeRRECA 12 518 ETH, [ — R

N N N . . .@JumpCryptoHQ believes in a multichain future and
A \ = v pay P
BJEE’ ESHEIX Wormhole E?‘EE‘V’REHEG%&%T\%’ HEEH that @WormholeCrypto is essential infrastructure.

s HDETQLE'%@ Jump Crypto 2B4H Fﬁ?ﬁ E}ﬁ)\ 12 H# That’s why we replaced 120k ETH to make community

members whole and support Wormhole now as it

IAKIB AR NS HERT Wormhole ROISIRSE, 25 Wormhole 4§ | continues to develop.
2:13 AM - Feb 4, 2022 - Twitter Web App =9

BRE, * ' _2

B, BEH0x62967...6b71A5H93,750.97 ETHREEHE .
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Beanstalk Farms: FiE&HEE£## Tornado Cash

AR17H, EHFOHIREM NN Beanstalk Farms BEINBEKE, MIRK1.82(23%7T, KiLERNA80005
E7t, WHERRTHERRERFFIA8000/5ETEE ¥ ATornado CashiEm.

48198, BEAGEHEIEERR, NRBEEATIONRAERE, BHIBRFRHBI0NHWEERE.

o Beanstalk Farms ' 6B2H, EFROMIREMIMN Beanstalk Farms LR EFE
=L [P ; =gy SATERE T4 A pt
If you will return 90% of the withdrawn funds to the ) The Barn Raisel , SEEMERAEFEMIRKAEY 7700

Beanstalk Farms multi-sig wallet BETRIME,
0Ox21DE18B6A8f78eDe6D16C50A167f6B222DCO8DF7
, Beanstalk will treat the remaining 10% as a Whitehat
bounty properly payable to you.

4:45 AM - Apr 19, 2022 - Twitter for iPhone

Elrond: JLFFRB#HEZREESIEMD

6B87H, ElrondWREEXKE, 81655 ETEGLDHE, MEM1.13{2ETT,

6H8H, Elrond Bl AFREFEHITE Beniamin Mincu &HEFR, Elrond A7 DEX IH Maiar LEETHILA bug
ELER, NIMERARNEEHCHIER., BAEIREMNEIRFAZEEIEHR Eirond EE22FRIE,

« Thread

Beniamin Mincu #.{ @
@beniaminmincu

4/ Nearly all of the exploited funds have already been
recovered in this address:
erd1pml9k2tsqsnvtmmalglt2suOsn3cguvr8e8jq0gy69z

w2ldcej2gapml9a

Any remaining missing funds caused by the known bug,

will be covered in full by the Elrond Foundation. MEf5, Beniamin Mincu &¥#3*%x, Maiar DEX BE=E
6:45 AM - Jun 8, 2022 - Twitter Web App :lj}}—\,g’ DEX *D AP i»/g E‘EE _téé%o

e Beniamin Mincu ¥.{ @

@beniaminmincu

Maiar DEX full recovery is complete.

The DEX is now live. APIs are live. Exchanges are live.
*All funds are safe, all users are safe.*

Carefully monitoring everything during the next hours.

Super though 48 hours. Amazing efforts and support
from the team, community, partners.

6:20 PM - Jun 8, 2022 - Twitter Web App



G AR %

1" DeFi TVLAM1B 8927982 ti%2l T 6 A7 RA1824123% T, Ti%70.5%

N DeFi TVLM1B#I89279812E T % T 6 B ARRIS2412E T, HE FEk70.5%, H, TVLESAMGA &1t
BIERIARI T63.2%, YES5A5HESR13AJLAAMBE T744.5%,

MILEEEDIR %%Qﬁﬂlﬂfﬁ}?\%&?w—\%% SR, ARANREEHKEERSNAM, B3R 4BNTVLBALE
FEENS R SATVLERRE, BERIIUANSIEIRE < RIEFR, 6 ATVLISERR, BEERERSA
BFTiEN, {BAEXIT3. 4%0&51&&0

THTVLERATHFRESN, EREFERREEANENEE, BIEXN2021F1HEEE, H11&M2021F1H
EIENEMMIRARLAN26HETT, BATEFENRNA, Fit, 2022515 BERFRERBNREZZ
EABRHRBEEDNLE,

WITRENAR, BERGEHSMHITHREBZE —EXKMEN, #LREEBNMRRSIEZEFNEI.

H1 DeFi TVL vs Loss Amount

B Tvl B Loss Amount
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H1 DeFi TVL vs Attacked Count
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NFT Marketplace Trading Volume on Ethereum
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Fi B AMEBTornado CashfEARR ZaFA T BB
. BXEXRBHEI—ED AfEMATornado Cashi# TR ERMILTER S, WERIBEAEARRSNTITEEZA.

131.0M
5.8M -

E¥FRERERE

BN ARIFATornado Cashi#f 1T E? #H A Tornado CashiIiE&Z R E—E L iEEEINE?
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XREWER O, IFHEERMBAS R, o] UBSITHRIRIME (FFA) Bt (BFEA) BB L
ERIRER B EFA, Tornado CashiAFPRBER —£RTHTEREBYEERET, AEERATEREE
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TIER, BRBERBIbIE; BN R B Tornado CashigRX Z IR FA FHIMENEREE, BRNBPRE—NH
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# A Tornado CashfEFE—ETiXIEENG?
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SHRMAM SRS RMIEMESRUHITREXCE, MMARIRENESHIES HERI KB TE AR SIBER.
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EEAETILRENRIMAR, BHSEEITEENETILRNBRS =S, 2
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) , URHHASENGRONITENZESNENMHRTROEMNETRES .
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Attacked Protocols By Category
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() FOFEERTRLER, (5T ROORM. HBRT, L¥EDFIMERREOREALRAES
R, Ko, BEINSEADEEHESA0RSTE,

Attacked DeFi by Contract Vulnerabilities by Chain
Loss Amount v

Solana 374,000,000 6,613,100,171.97 5.655%
Ethereum 93,584,166 120,851,431,713.82 0.07744%
BSC 90,938,705 12,341,482,875.43 0.7369%
Polygon 13,000,000 4,943,680,927.7 0.263%
Fuse 8,000,000 14,161,520.77 56.49%
Osmosis 5,000,000 1,035,898,371.54 0.4827%
Moonriver 4,300,000 435,508,228.23 0.9874%
Metis 4,000,000 235,471,286.39 1.699%
Fantom 2,620,000 9,757,612,607.11 0.02685%
Arbitrum - 1,888,989,236.57

FHTERENREIEEMRIRA 1T aFITVLEDLE

© DeFiR{ER XM
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TIREFIET, EPRRANREZ REZSBRERMW. FREBEERR, TEHITSE, EftXI—"1DeFi
IH A EEN XIS REERNS E 15T,

HitEm/E, T—MEMEERESEENEINENL, X2IRBIME LB HERANAFIS, FILABIBERL
R XA RFHIARZ S EESA .
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NFT Attacked by Hacking techniques

M Loss Amouni ® Count

39.9M

Amount
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phishing sites and preventing financial scams
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